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1. Concepts of Continuous Integration

Understanding the concepts of Continuous Integration is our prime focus in the current
chapter. However, to understand Continuous Integration, it is first important to understand the
prevailing software engineering practices that gave birth to it. Therefore, we will first have an
overview of various software development processes, their concepts, and implications. To
start with, we will first glance through the agile software development process. Under this
topic, we will learn about the popular software development process, the waterfall model, and
its advantages and disadvantages when compared to the agile model. Then, we will jump to
the Scrum framework of software development. This will help us to answer how Continuous
Integration came into existence and why it is needed. Next, we will move to the concepts and
best practices of Continuous Integration and see how this helps projects to get agile. Lastly,
we will talk about all the necessary methods that help us realize the concepts and best
practices of Continuous Integration.

The agile software development
process

The name agile rightly suggests quick and easy. Agile is a collection of software
development methodologies in which software is developed through collaboration
among self-organized teams. Agile software development promotes adaptive planning.
The principles behind agile are incremental, quick, and flexible software development.

For most of us who are not familiar with the software development process itself, let's
first understand what the software development process or software development life
cycle is.

Software development life cycle

Software development life cycle, also sometimes referred to as SDLC in brief, is the
process of planning, developing, testing, and deploying software. Teams follow a
sequence of phases, and each phase uses the outcome of the previous phase, as

shown in the following diagram:
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Continuous Integration

Continuous Integration is a software development practice where developers
frequently integrate their work with the project's integration branch and create a build.

Integration is the act of submitting your personal work (modified code) to the common
work area (the potential software solution). This is technically done by merging your
personal work (personal branch) with the common work area (Integration branch).
Continuous Integration is necessary to bring out issues that are encountered during
the integration as early as possible.

This can be understood from the following diagram, which depicts various issues
encountered during a software development lifecycle. | have considered a practical
scenario wherein | have chosen the Scrum development model, and for the sake of
simplicity, all the meeting phases are excluded. Out of all the issues depicted in the
following diagram, the following ones are detected early when Continuous Integration
is in place:

e Build failure (the one before integration)




e Integration issues

e Build failure (the one after integration)

In the event of the preceding issues, the developer has to modify the code in order to
fix it. A build failure can occur either due to an improper code or due to a human error
while doing a build (assuming that the tasks are done manually). An integration issue
can occur if the developers do not rebase their local copy of code frequently with the

code on the Integration branch.
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Note

In the preceding diagram, | have considered only a single testing environment for simplicity.

However, in reality, there can be as many as three to four testing environments.

Agile runs on Continuous Integration

The agile software development process mainly focuses on faster delivery, and
Continuous Integration helps it in achieving that speed. Yet, how does Continuous

Integration do it? Let's understand this using a simple case.

Developing a feature may involve a lot of code changes, and between every code
change, there can be a number of tasks, such as checking in the code, polling the
version control system for changes, building the code, unit testing, integration, building
on integrated code, packaging, and deployment. In a Continuous Integration
environment, all these steps are made fast and error-free using automation. Adding
notifications to it makes things even faster. The sooner the team members are aware
of a build, integration, or deployment failure, the quicker they can act upon it. The

following diagram clearly depicts all the steps involved in code changes:
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Implementing Continuous Integration involves using various DevOps tools. Ideally, a
DevOps engineer is responsible for implementing Continuous Integration. But, who is a
DevOps engineer? And what is DevOps?

Development operations

DevOps stands for development operations, and the people who manage these
operations are called DevOps engineers. All the following mentioned tasks fall under

development operations:

e Build and release management

e Deployment management

e Version control system administration
e Software configuration management

e All sorts of automation




e Implementing continuous integration
e Implementing continuous testing

e Implementing continuous delivery

e Implementing continuous deployment

e Cloud management and virtualization

A DevOps engineer accomplishes the previously mentioned tasks using a set of tools;
these tools are loosely called DevOps tools (Continuous Integration tools, agile tools,
team collaboration tools, defect tracking tools, continuous delivery tools, cloud

management tools, and so on).

A DevOps engineer has the capability to install and configure the DevOps tools to

facilitate development operations. Hence, the name DevOps. Let's see some of the

important DevOps activities pertaining to Continuous Integration.

Use a version control system

This is the most basic and the most important requirement to implement Continuous
Integration. A version control system, or sometimes it's also called a revision control
system, is a tool used to manage your code history. It can be centralized or

distributed. Two of the famously centralized version control systems are SVN and IBM




Rational ClearCase. In the distributed segment, we have tools such as Git. Ideally,
everything that is required to build software must be version controlled. A version

control tool offers many features, such as labeling, branching, and so on.

When using a version control system, keep the branching to the minimum. Few
companies have only one main branch and all the development activities happening
on that. Nevertheless, most companies follow some branching strategies. This is
because there is always a possibility that part of a team may work on a release and
others may work on another release. At other times, there is a need to support older

release versions. Such scenarios always lead companies to use multiple branches.

For example, imagine a project that has an Integration branch, a release branch, a
hotfix branch, and a production branch. The development team will work on the
release branch. They check-out and check-in code on the release branch. There can
be more than one release branch where development is running in parallel. Let's say

these are sprint 1 and sprint 2.

Once sprint 2 is near completion (assuming that all the local builds on the sprint 2
branch were successful), it is merged to the Integration branch. Automated builds run
when there is something checked-in on the Integration branch, and the code is then
packaged and deployed in the testing environments. If the testing passes with flying
colors and the business is ready to move the release to production, then automated

systems take the code and merge it with the production branch.
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Typical branching strategies

From here, the code is then deployed in production. The reason for maintaining a
separate branch for production comes from the desire to maintain a neat code with
less number of versions. The production branch is always in sync with the hotfix
branch. Any instant fix required on the production code is developed on the hotfix

branch. The hotfix changes are then merged to the production as well as the




Integration branch. The moment sprint 1 is ready, it is first rebased with the Integration

branch and then merged into it. And it follows the same steps thereafter.

Types of version control system

We have already seen that a version control system is a tool used to record changes
made to a file or set of files over time. The advantage is that you can recall specific
versions of your file or a set of files. Almost every type of file can be version
controlled. It's always good to use a Version Control System (VCS) and almost
everyone uses it nowadays. You can revert an entire project back to a previous state,
compare changes over time, see who last modified something that might be causing a
problem, who introduced an issue and when, and more. Using a VCS also generally

means that if you screw things up or lose files, you can easily recover.

Looking back at the history of version control tools, we can observe that they can be

divided into three categories:

e Local version control systems
e Centralized version control systems

e Distributed version control systems

Centralized version control systems

Initially, when VCS came into existence some 40 years ago, they were mostly
personal, like the one that comes with Microsoft Office Word, wherein you can version
control a file you are working on. The reason was that in those times software
development activity was minuscule in magnitude and was mostly done by individuals.
But, with the arrival of large software development teams working in collaboration, the
need for a centralized VCS was sensed. Hence, came VCS tools, such as Clear Case

and Perforce. Some of the advantages of a centralized VCS are as follows:




e All the code resides on a centralized server. Hence, it's easy to administrate and provides

a greater degree of control.

e These new VCS also bring with them some new features, such as labeling, branching, and

baselining to name a few, which help people collaborate better.

e In acentralized VCS, the developers should always be connected to the network. As a

result, the VCS at any given point of time always represents the updated code.

The following diagram illustrates a centralized VCS:
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Distributed version control systems

Another type of VCS is the distributed VCS. Here, there is a central repository
containing all the software solution code. Instead of creating a branch, the developers
completely clone the central repository on their local machine and then create a
branch out of the local clone repository. Once they are done with their work, the
developer first merges their branch with the Integration branch, and then syncs the

local clone repository with the central repository.

You can argue that this is a combination of a local VCS plus a central VCS. An

example of a distributed VCS is Git.
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Use repository tools

As part of the software development life cycle, the source code is continuously built
into binary artifacts using Continuous Integration. Therefore, there should be a place

to store these built packages for later use. The answer is to use a repository tool. But,

what is a repository tool?




A repository tool is a version control system for binary files. Do not confuse this with
the version control system discussed in the previous sections. The former is
responsible for versioning the source code and the lateral for binary files, such

as .rar, .war, .exe, .msi, and so on.

As soon as a build is created and passes all the checks, it should be uploaded to the
repository tool. From there, the developers and testers can manually pick them,
deploy them, and test them, or if the automated deployment is in place, then the build
is automatically deployed in the respective test environment. So, what's the advantage

of using a build repository?

A repository tool does the following:

Every time a build gets generated, it is stored in a repository tool. There are many
advantages of storing the build artifacts. One of the most important advantages is that the
build artifacts are located in a centralized location from where they can be accessed when

needed.

e |t can store third-party binary plugins, modules that are required by the build tools. Hence,
the build tool need not download the plugins every time a build runs. The repository tool is

connected to the online source and keeps updating the plugin repository.
e It records what, when, and who created a build package.

e It creates a staging area to manage releases better. This also helps in speeding up the

Continuous Integration process.

¢ In a Continuous Integration environment, each build generates a package and the
frequency at which the build and packaging happen is high. As a result, there is a huge pile
of packages. Using a repository tool makes it possible to store all the packages in one
place. In this way, developers get the liberty to choose what to promote and what not to

promote in higher environments.




Use a Continuous Integration tool

What is a Continuous Integration tool? It is nothing more than an orchestrator. A
continuous integration tool is at the center of the Continuous Integration system and is
connected to the version control system tool, build tool, repository tool, testing and
production environments, quality analysis tool, test automation tool, and so on. All it

does is an orchestration of all these tools, as shown in the next image.

There are many Continuous Integration tools: Jenkins, Build Forge, Bamboo, and

Team city to name a few.
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Basically, Continuous Integration tools consist of various pipelines. Each pipeline has
its own purpose. There are pipelines used to take care of Continuous Integration.
Some take care of testing, some take care of deployments, and so on. Technically, a
pipeline is a flow of jobs. Each job is a set of tasks that run sequentially. Scripting is an
integral part of a Continuous Integration tool that performs various kinds of tasks. The
tasks may be as simple as copying a folder/file from one location to another, or it can
be a complex Perl script used to monitor a machine for file modification.

Creating a self-triggered build

The next important thing is the self-triggered automated build. Build automation is
simply a series of automated steps that compile the code and generate executables.
The build automation can take help of build tools, such as Ant and Maven. Self-
triggered automated builds are the most important parts of a Continuous Integration
system. There are two main factors that call for an automated build mechanism:

e Speed

e Catching integration or code issues as early as possible
There are projects where 100 to 200 builds happen per day. In such cases, speed is
an important factor. If the builds are automated, then it can save a lot of time. Things
become even more interesting if the triggering of the build is made self-driven without
any manual intervention. An auto-triggered build on very code change further saves

time.

When builds are frequent and fast, the probability of finding errors (a build error,

compilation error, and integration error) is also greater and faster.
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Automate the packaging

There is a possibility that a build may have many components. Let's take, for example,
a build that has a .rar file as an output. Along with this, it has some Unix configuration
files, release notes, some executables, and also some database changes. All these
different components need to be together. The task of creating a single archive or a

single media out of many components is called packaging.

This again can be automated using the Continuous Integration tools and can save a

lot of time.
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Using build tools

IT projects can be on various platforms, such as Java, .NET, Ruby on Rails, C, and
C++ to name a few. Also, in a few places, you may see a collection of technologies.
No matter what, every programming language, excluding the scripting languages, has
compilers that compile the code. Ant and Maven are the most common build

tools used for projects based on Java. For the .NET lovers, there is MSBuild and TFS
build. Coming to the Unix and Linux world, you have make and omake, and

also clearmake in case you are using IBM Rational ClearCase as the version control

tool. Let's see the important ones.

Maven

Maven is a build tool used mostly to compile Java code. It uses Java libraries and Maven plugins
in order to compile the code. The code to be built is described using an XML file that contains

information about the project being built, dependencies, and so on.

Maven can be easily integrated into Continuous Integration tools, such as Jenkins, using plugins.

MSBuild

MSBuild is a tool used to build Visual Studio projects. MSBuild is bundled with Visual Studio.

MSBuild is a functional replacement for nmake. MSBuild works on project files, which have the
XML syntax, similar to that of Apache Ant. Its fundamental structure and operation are similar to
that of the Unix make utility. The user defines what will be the input (the various source codes),
and the output (usually, a .exe or .ms1i). But, the utility itself decides what to do and the order in

which to do it.




Automating the deployments

Consider an example, where the automated packaging has produced a package that
contains .war files, database scripts, and some Unix configuration files. Now, the task
here is to deploy all the three artifacts into their respective environments.

The .war files must be deployed in the application server. The Unix configuration files
should sit on the respective Unix machine, and lastly, the database scripts should be
executed in the database server. The deployment of such packages containing
multiple components is usually done manually in almost every organization that does
not have automation in place. The manual deployment is slow and prone to human

errors. This is where the automated deployment mechanism is helpful.

Automated deployment goes hand in hand with the automated build process. The
previous scenario can be achieved using an automated build and deployment solution
that builds each component in parallel, packages them, and then deploys them in
parallel. Using tools such as Jenkins, this is possible. However, there are some

challenges, which are as follows:

e There is a considerable amount of scripting required to orchestrate build packaging and
deployment of a release containing multiple components. These scripts by themselves are

huge code to maintain that require time and resources.

e In most of the cases, deployment is not as simple as placing files in a directory. For
example, there are situations where the deployment activity is preceded by steps to

configure the environment.

Note

The field of managing the configuration on multiple machines is called configuration

management. There are tools, such as Chef and Puppet, to do this.




Automating the testing

Testing is an important part of a software development life cycle. In order to maintain
quality software, it is necessary that the software solution goes through various test
scenarios. Giving less importance to testing can result in customer dissatisfaction and

a delayed product.

Since testing is a manual, time-consuming, and repetitive task, automating the testing
process can significantly increase the speed of software delivery. However,
automating the testing process is a bit more difficult than automating the build,

release, and deployment processes. It usually takes a lot of efforts to automate nearly

all the test cases used in a project. It is an activity that matures over time.

Hence, when we begin to automate the testing, we need to take a few factors into
consideration. Test cases that are of great value and easy to automate must be
considered first. For example, automate the testing where the steps are the same, but
they run every time with different data. You can also automate the testing where a
software functionality is being tested on various platforms. In addition, automate the

testing that involves a software application running on different configurations.

Previously, the world was mostly dominated by the desktop applications. Automating
the testing of a GUI-based system was quite difficult. This called for scripting
languages where the manual mouse and keyboard entries were scripted and executed
to test the GUI application. Nevertheless, today the software world is completely
dominated by the web and mobile-based applications, which are easy to test through

an automated approach using a test automation tool.

Once the code is built, packaged, and deployed, testing should run automatically to
validate the software. Traditionally, the process followed is to have an environment for
SIT, UAT, PT, and Pre-Production. First, the release goes through SIT, which stands

for System Integration Test. Here, testing is performed on an integrated code to check




its functionality all together. If pass, the code is deployed in the next environment, that
is, UAT where it goes through a user acceptance test, and then similarly, it can lastly
be deployed in PT where it goes through the performance test. Thus, in this way, the

testing is prioritized.

It is not always possible to automate all of the testing. But, the idea is to automate
whatever testing is possible. The previous method discussed requires the need to
have many environments and also a number of automated deployments into various
environments. To avoid this, we can go for another method where there is only one
environment where the build is deployed, and then, the basic tests are run and after

that, long running tests are triggered manually.

Use static code analysis

Static code analysis, also commonly called white-box testing, is a form of software
testing that looks for the structural qualities of the code. For example, it reveals how
robust or maintainable the code is. Static code analysis is performed without actually
executing programs. It is different from the functional testing, which looks into the

functional aspects of software and is dynamic.

Static code analysis is the evaluation of software's inner structures. For example, is
there a piece of code used repetitively? Does the code contain lots of commented
lines? How complex is the code? Using the metrics defined by a user, an analysis
report can be generated that shows the code quality in terms of maintainability. It

doesn't question the code functionality.

Some of the static code analysis tools, such as SonarQube come with a dashboard,
which shows various metrics and statistics of each run. Usually, as part of Continuous
Integration, the static code analysis is triggered every time a build runs. As discussed

in the previous sections, static code analysis can also be included before a developer




tries to check-in his code. Hence, code of low quality can be prevented right at the

initial stage.

Static code analysis support many languages, such as Java, C/C++, Objective-C, C#,
PHP, Flex, Groovy, JavaScript, Python, PL/SQL, COBOL, and so on.

Continuous Integration benefits

The way a software is developed always affects the business. The code quality, the
design, time spent in development and planning of features, all affect the promises

that a company has made to its clients.

Continuous Integration helps the developers in helping the business. While going
through the previous topics, you might have already figured out the benefits of
implementing Continuous Integration. However, let's see some of the benefits that

Continuous Integration has to offer.

Freedom from long integrations

When every small change in your code is built and integrated, the possibility of
catching the integration errors at an early stage increases. Rather than integrating
once in 6 months, as seen in the waterfall model, and then spending weeks resolving
the merge issues, it is good to integrate frequently and avoid the merge hell. The
Continuous Integration tool like Jenkins automatically builds and integrates your code
upon check-in.

Production-ready features

Continuous Delivery enables you to release deployable features at any point in time.
From a business perspective, this is a huge advantage. The features are developed,
deployed, and tested within a timeframe of 2 to 4 weeks and are ready to go live with a
click of a button.




Analyzing and reporting

How frequent are the releases? What is the success rate of builds? What is the thing
that is mostly causing a build failure? Real-time data is always a must in making critical
decisions. Projects are always in the need of recent data to support decisions. Usually,
managers collect this information manually, which requires time and efforts.
Continuous Integration tools, such as Jenkins provide the ability to see trends and
make decisions. A Continuous Integration system provides the following features:

¢ Real-time information on the recent build status and code quality metrics.

e Since integrations occur frequently with a Continuous Integration system, the ability to
notice trends in build, and overall quality becomes possible.

Continuous Integration tools, such as Jenkins provide the team members with

metrics about the build health. As all the build, packaging, and deployment work is

automated and tracked using a Continuous Integration tool; therefore, it is possible

to generate statistics about the health of all the respective tasks. These metrics

can be the build failure rate, build success rate, the number of builds, who

triggered the build, and so on.

All these trends can help project managers and the team to ensure that the project

is heading in the right direction and at the right pace.

Catch issues faster

This is the most important advantage of having a carefully implemented Continuous Integration
system. Any integration issue or merge issue gets caught early. The Continuous Integration

system has the facility to send notifications as soon as the build fails.

Spend more time adding features

In the past, development teams performed the build, release, and deployments. Then, came the

trend of having a separate team to handle build, release, and deployment work. Yet again that was




not enough, as this model suffered from communication issues between the development team

and the release team.

However, using Continuous Integration, all the build, release, and the deployment work gets
automated. Therefore, now the development team need not worry about anything other than

developing features. In most of the cases, even the completed testing is automated.

Rapid development

From a technical perspective, Continuous Integration helps teams work more efficiently. This is
because Continuous Integration works on the agile principles. Projects that use Continuous
Integration follow an automatic and continuous approach while building, testing, and integrating

their code. This results in a faster development.

Since everything is automated, developers spend more time developing their code and zero time
on building, packaging, integrating, and deploying it. This also helps teams, which are
geographically distributed, to work together. With a good software configuration management
process in place, people can work on large teams. Test Driven Development (TDD) can further

enhance the agile development by increasing its efficiency.

"Behind every successful agile project, there is a Continuous Integration
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